Utilising smart meter data for research
and innovation in the UK

Ellen Webborn, Simon Elam,

Eoghan McKenna & Tadj Oreszczyn
UCL Energy Institute, The Bartlett

University College London (UCL)

Central House, 14 Upper Woburn Place
London WC1H ONN

United Kingdom

e.webborn@ucl.ac.uk

s.elam@ucl.ac.uk

e.mckenna@ucl.ac.uk
t.oreszczyn@ucl.ac.uk

Keywords
smart meters, energy demand, domestic energy, research, web
portal, big data

Abstract

Great Britain aims to install 53 million smart electricity and
gas meters in around 27 million domestic properties by 2020.
Smart meters provide the potential for high-resolution electric-
ity and gas consumption data that has never previously existed
on a national scale. To leverage this national investment, UK
Research and Innovation has funded a sizeable project to de-
velop a Smart Energy Research Lab (SERL) to provide access to
smart meter energy data for UK researchers. A primary objec-
tive of SERL is to develop a secure research portal for research-
ers to access energy data, linked to relevant contextual data
(e.g. socio-demographics, building characteristics and weather
data), thereby facilitating high-quality scientific research. This
paper focuses on data availability and will discuss the benefits,
challenges and methods for developing a national data resource
that will support a wide range of research across the energy
sector. The paper provides practical guidance to researchers
who want to utilise SERL data directly, as well as insights for
researchers, policy-makers or other organizations who wish
to utilise smart energy data more broadly. Issues discussed in-
clude the complexities of data governance and quality associ-
ated with smart energy data, innovative approaches to research
design (enabling both Observatory and Laboratory functions)
and practical solutions to sector-wide issues such as smart me-
ter consumer authentication.

Introduction

This past decade has seen the implementation of large-scale
smart meter rollouts in many countries around the world. For
example, by 2020, Great Britain (GB) aims for every home and
small business to have been offered smart meters by their ener-
gy supplier (Ofgem, 2018), amounting to a target of 53 million
meter installations across electricity and gas (DECC, 2015). GB
meters record electricity/gas consumption at half hourly reso-
lution and can store 13 months of historic data which can be
accessed through a central system (the DCC Gateway) - a sig-
nificant advance on traditional metering systems that require
manual reads that typically occur only once or twice a year.

It has been argued many times over the past few decades
that the impact of energy policies needs to be rigorously evalu-
ated using a strong evidence base, with “relatively little suc-
cess” (Skea, 2012), (Allcott & Mullainathan, 2010), (Frondel
& Schmidt, 2005), (Train, 1994) and (Hartman, 1988). Smart
metering has the potential to provide access to data from mil-
lions of homes with a time resolution hitherto inaccessible
without the installation of additional monitoring equipment.
This kind of data are valuable to researchers, businesses and
policy makers seeking to understand, manage and potentially
shift energy use in domestic buildings (Summerfield & Lowe,
2012). Historically, common barriers to high-quality research
using this type of data have included a lack of raw and contex-
tual data, data quality issues, and low sample size (Hamilton, et
al,, 2015). For example, the Low Carbon London project (UK
Power Networks, 2014) provides energy consumption readings
for 5,567 London households, but contextual data are reduced
to a single ‘CACI Acorn Group' meaning that details such as
location (postcode), building, socio-demographics and con-
sumer attitudes data are inaccessible to researchers.
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Figure 1. Total number of installations by large energy suppliers
of domestic gas and electricity smart meters in GB. Data from
(Department for Business, Energy & Industrial Strategy, 2018).

In this paper we introduce a UK government funded initia-
tive, the Smart Energy Research Lab (SERL), which will pro-
vide accredited researchers in the UK with access to long-term,
high-resolution, high-quality energy data linked to contextual
factors where home owners have consented to data access. The
paper starts by describing the smart meter rollout in GB and
how data can be accessed independently of energy suppliers.
Next, we describe the project vision and research design. The
third section discusses the recruitment and sampling methods
including our upcoming pilot studies intended to optimise the
recruitment design for maximum participation levels. We then
describe our data governance framework, our work on the issue
of consumer authentication, and the challenges facing SERL.
Lastly, we discuss how researchers can access SERL data, and
summarise the paper.

The smart meter rollout in Great Britain

BACKGROUND

In 2012 the UK government introduced new legislation that
began the smart meter rollout in England, Wales and Scotland.
Figure 1 shows the GB progress, up to October 2018 (the latest
figures) of domestic smart meter installations in GB up to Oc-
tober 2018 (13.2 million meters). An additional ~20,000 smart
and ‘advanced’ meters have been installed in the non-domestic
sector (Department for Business, Energy & Industrial Strategy,
2018).

The UK has been unique in its smart meter rollout approach
in that the rollout is led by energy suppliers rather than network
operators. Suppliers are required to offer the smart metering
equipment (smart gas and electricity meters, a communications
hub and an in-home display) to all consumers but adoption is
voluntary (Hledik, et al., 2018). The goal is for every home in
the country to have an electricity and gas (if applicable) smart
meter by the end of 2020. However, as acceptance of a smart
meter is not mandatory for households (Hierzinger, et al.,
2012), consumers have to be convinced of the benefits of smart
metering. Once installed, access to data stored on smart meters
is strictly controlled, and informed consent from the consumer
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is required to access consumption data. There is no central
database of smart meter data. The challenge for researchers
is that consent is required from every participant in a study
collecting smart meter data and the highly secure systems
needed to access smart meter data via the DCC Gateway are
expensive to develop and implement.

The DCC Gateway

The Data Communications Company (DCC) is “leading the
design, build, test and integration of the data and communica-
tions infrastructure to connect smart meters with ... authorised
users” (Data Communications Company, 2018). This central
infrastructure is known as the DCC Gateway, which acts as a
secure messaging service between smart meters (where data is
stored) and authorised system users. SERL will collect data via
a DCC “Other User” role and has to meet a strict set of criteria
set out by UK legislation, the Smart Energy Code (SEC), in
addition to the General Data Protection Regulations (GDPR).

Implications for researchers

It is difficult to undertake empirical energy research if you do
not have access to high quality energy data. This ranges from
research into consumer energy use including their flexibility,
energy efficient technology evaluation and the potential for
demand side response. Historically there have been two routes
to such research; to use an existing anonymised dataset of esti-
mated energy use or install monitoring equipment in individ-
ual buildings to collect consumption data. For example, every
2 years since 2004, the National Energy Efficiency Data-Frame-
work (NEED) has been using electricity and gas data collected
as part of energy billing in England and Wales and linking this
to administrative building and occupant socio-demographic
data which has been collected at a different time. Each sample
consists of approximately 4 million properties (around 16 % of
the population) (Department for Business, Energy & Industri-
al Strategy, 2018). However, because traditional energy meters
only record a running total of electricity or gas data, the only
data stored for future use are the readings provided to energy
suppliers on an ad-hoc basis.

Utility companies are only required to do at least one physical
meter reading every two years. In the absence of regular energy
readings, energy suppliers, government, and datasets such as
NEED rely on estimated annual consumption (EAC - for elec-
tricity) and annual quantity (AQ - for gas). Annualised esti-
mates fit energy readings (if and when they exist) to an energy
consumption curve for the ‘end user category’ of each consumer,
correcting for between-year seasonality effects. This allows for
data to be compared between years but removes a researcher’s
ability to study the effects of weather on energy consumption.
Another issue is that these records are fully anonymised and
may undergo statistical disclosure control, which means there is
very little contextual data available at the individual household
level for general research.

With smart metering, energy use is recorded every half hour,
which for consumers means more accurate billing, and for re-
searchers means more accurate data sources for studies, and
far greater scope for valuable research. Installing additional
monitoring equipment will still be useful for studying individ-
ual household appliances, occupant behaviours, comfort levels
and preferences, and for acquiring consumption data on the or-
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der of minutes, seconds, or sub-seconds. However, the benefits
need to be weighed against the costs of installing equipment,
the intrusion into people’s homes, and the reduced (and po-
tentially biased) sample sizes likely to result from these issues.

In addition to electricity or gas readings, the latest genera-
tion of UK smart meters’ (SMETS2) data will also include in-
formation about the current energy tariff, separately metered
large appliances such as storage heaters, devices connected to
the smart meter such as the in-home display, and exports read-
ings from any micro-generation such as solar panels. Energy
readings from the previous 13 months can be retrieved once
consent has been granted'. Similarly, micro-generation export
readings can be accessed for the previous 3 months.

Despite the wealth of data created by the GB smart meter
rollout, there are many barriers facing researchers wanting
access to raw data, and in particular data that can be linked
to other contextual data sources, such as survey information
completed by householders, external data sources relating to
building characteristics, and national surveys. The Smart En-
ergy Research Lab intends to overcome these difficulties for
researchers in the UK by providing a large longitudinal data set
that can be linked with contextual data sources.

Smart Energy Research Lab (SERL)

INTRODUCTION

The Smart Energy Research Lab (SERL)? is a £6m (€6.67 m)
5-year project funded from September 2017 by the Engineering
and Physical Sciences Research Council (EPSRC) in the UK.
Led by University College London (UCL), the partners include
seven universities® and the Energy Saving Trust; a social enter-
prise with a focus to help people save energy. The initial goal
is to recruit a representative sample of around 8,000-10,000
participants for the core ‘Observatory’ panel by the end of 2019.

VISION

The SERL vision is to deliver a high quality multi-disciplinary
research programme, facilitated by a smart energy research
portal. The long-term provision of high quality, high-resolution
energy data via SERL will support the development of a reliable
evidence base for intervention, observational, and longitudinal
studies across the socio-technical spectrum.

The goals of the lab are to provide:

¢ A consistent, trusted, and sustainable channel for research-
ers to access large-scale, high-resolution energy data, there-
by providing a reliable empirical dataset for research;

¢ An effective mechanism for collecting energy data alongside
other variables from national surveys or individual research
projects;

1.1f a tenant moved in more recently than 13 months ago then the smart meter
data can be accessed back to the move in date rather than the full 13 months.

2. Formerly known as the Smart Meter Research Portal (SMRP).

3. The seven university partners are UCL, the University of Essex (UK Data Ar-
chive), University of Edinburgh, Cardiff University, Loughborough University, Leeds
Beckett University and the University of Southampton.
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¢ A confidential, ongoing repository of smart meter data
enhanced with contextual dwelling, household and neigh-
bourhood attributes for use in secondary data analysis.

The ambition of the research programme is to undertake re-
search that will:

¢ Support government policy;

¢ Kick-start the development of new products, services and
energy markets;

¢ Help provide solutions to the energy trilemma (security, af-
fordability and environmental sustainability);

¢ Facilitate better research by developing best practice guide-
lines and methods to improve data security and enable in-
novative uses of smart meter data.

Specific examples of the types of research that could be facili-
tated by SERL include:

¢ Evaluation of energy efficiency programmes

¢ Development of Smart Energy Performance Certificates
(EPCYs)

¢ Development of tailored energy advice services for consum-
ers

¢ Understanding habitual energy consumption

¢ Determining the energy responsiveness of dwellings to ex-
ternal temperature

¢ Disaggregation of end-use energy consumption using smart
meter data

e Impact of socio-demographic factors on energy demand
profiles

¢ Impact of smart home technologies such as HEMS (home
energy management systems) or smart heating controls

¢ Distributional impact of switching suppliers/tariffs on bills
and energy consumption

¢ Identification, targeting and mitigation of fuel poverty.

SMART METER DATA

SERL will be able to access smart meter data via the DCC ‘Oth-
er User’ (OU) role. The DCC User Interface Specification V2.0*
states that an OU can make requests to read, for example: half-
hourly active and reactive imports, half-hourly exports, daily
consumption, and energy tariff information. An OU can also
request to join consumer access devices (CADs) to the smart
meter. CADs can monitor energy use down to sub-second reso-
lution, monitor individual appliance use, and link to other sen-
sors in the home e.g. temperature sensors. Over time, we expect
the number of CADs linked to smart meters to increase in GB
homes. Eventually SERL will look to utilise the additional data
streams provided by CADs to enable a wider variety of research
than can be achieved using smart meter data alone.

4. https://smartenergycodecompany.co.uk/the-smart-energy-code-2/
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RESEARCH DESIGN

SERL will collect half-hourly gas and electricity data via in-
formed consent (see Recruitment section below for more de-
tail) from homes in GB, request completion of a survey about
the occupants and dwelling, and link these data with other
available sources of contextual data. Examples may include the
dwelling’s Energy Performance Certificate (EPC), local weather
data and national surveys where possible. The data will be avail-
able to accredited researchers in the UK in a secure environ-
ment and more widely available after thorough processing for
anonymisation. Researchers will also be able to use SERL as
a data pipe for collecting and managing data generated from
participants recruited by their own projects.

The core SERL data set of (initially) 8,000-10,000 partici-
pants will form an ‘Observatory’ panel that can be used for
observational and longitudinal studies, as well as hypothesis
testing. This panel may be suitable to act as an external control
group in some scenarios. Over time the smart meter rollout will
become more representative of GB, and continued recruitment
waves to SERL should reflect this.

Figure 2 shows a graphical illustration of the main structures
and processes for SERL. The secure environment is represented
by a solid blue line with access via three functions (Data Dis-
pensary, Library and Workshop) in the output layer. Data are
drawn in from the DCC Gateway (smart meter data) and spe-
cific contextual data sources for SERL-curated (Observatory)
and project-curated (Laboratory) datasets. All data drawn into
SERL will meet rigorous data access and governance require-
ments. To make maximum use of the data from experimen-

Contextual Data
SERL survey, EPC, weather,
national surveys...

DCC Gateway

Smart meter data
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tal studies without necessitating onerous standards for data
collection and curation, data from Laboratory studies can be
taken back into the Observatory in a ‘periphery’ area for other
researchers to use where consent allows. The arrows indicate
principle movements of data though, for clarity, not all data
flows are shown.

Data Management Layer

SERL-curated data are data that have been collected by the
SERL project or data collected from other sources (e.g. Energy
Performance Certificates) that utilise methods for data collec-
tion, management, sampling and recruitment that align with
core SERL methods and its overall research design framework.
Project-curated data are data that derive from approved pro-
jects that utilise methods that are different to SERL-curated
data but still meet basic standards e.g. an intervention study
collecting smart meter data via SERL and linking it to project-
specific data. These data may still be of some value to future
SERL projects even they are not fully compliant with SERL data
sampling and recruitment protocols.

One of the key advantages of UK smart meter data for inter-
vention studies is the 13 months of historic data that is stored
on the smart meter. This means that interventions can start im-
mediately without having to wait a year for pre-intervention
data to be collected. This can almost halve the time of interven-
tion studies. The Observatory will primarily consist of SERL-
curated data, while the Laboratory will primarily consist of
project-curated data. All data will be appropriately tagged to
ensure that data provenance and alignment to SERL protocols

Project-

specific Data

v v

v

v

Data management | SERL - curated data | Project - curated data |

B ¥ ¥
«© Observatory La boratory
5 core
E 8,000 — 10,000 homes, representative of GB half-hourly
Q electricity and gas data '
$ Consistent, known recruitment, consents, sampling
oc || Research Fully matched contextual data [ﬁswd
> Yy
Q0 PERIPHERY Study
g Laboratory project-specific data 4—
L Externally defined sample selection & monitoring period
kwy Partial / missing / additional contextual data
©
5 4
5 4 4

Data Dispensary Library Workshop

Bespoke, de-identified Research reports Household-level data,

Outputs datasets Static de-identified SERL data linked to
datasets, manuals, project data, secure
code sets analysis environment

Researcher access\

Figure 2. The structure and processes of the Smart Energy Research Lab. The main data flows are indicated by arrows.
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is clear and documented. The protocols regarding data cura-
tion will be detailed in SERLs Data Access and Governance
Framework.

Research Layer

Observatory

The Observatory function itself is comprised of two compo-
nents: SERL-curated data fed into what we call the ‘core’ Ob-
servatory: this is the part of the Observatory that is built to look
at energy use according to certain SERL-defined standards of
data collection and processing. Project-curated data are data
used for experimental studies in the Laboratory. These data can
then be used to augment the core data sets by providing data
collected under different circumstances. However, to manage
the range of approaches to sampling and consent, different and
new types of contextual data, and to provide researchers with
a clear understanding of what data they might get from SERL,
any project-curated data from the Laboratory will go into a spe-
cial area within the Observatory that we call the ‘periphery’.
The key features of the core and periphery of the Observatory
are outlined below.

The Observatory core is essentially a large database of smart
meter data and linked contextual data — the source of smart
meter data will be from SMETS-compliant meters that can be
accessed via the DCC Gateway. For each participant, half-hour-
ly gas and electricity data will be stored alongside contempora-
neous contextual data from other sources at household or local
area level, outdoor temperature data, and EPC data. The initial
analysis for a suitable sample size is around 8-10,000 homes.
The database will form the foundation for high quality obser-
vational studies and trend analysis for energy use in the UK
and will be a high-quality source for matched control data in
Laboratory studies.

The Observatory periphery shares some of the characteristics
of the core but is distinguished by being comprised of less-vali-
dated and less-complete data. Data stored here will represent a
patchwork of data from Laboratory studies. Such data will have
limited historical trajectory, bespoke sampling, and bespoke as-
sociated contextual data. The data will be available for anyone
to download via the appropriate output channels. A potential
role for these data is to cross-validate the core data: by analys-
ing the bespoke contextual data it becomes possible to see if
there are fundamental biases in the core dataset that arise from
the approach to sampling and whether the kinds of contextual
data are really the most useful to explore and explain energy
use patterns and implications. The periphery will take inputs
from the Laboratory and will include all the SMETS-compliant
data within the remits of the consents gained for undertaking
the research. This may mean for instance, only a year’s worth
of data, only gas data and so on. Any bespoke contextual data,
such as that from a researcher’s own survey of inhabitants or
technical measurements will also be included.

Laboratory

The Laboratory is different to the Observatory in that it is not
a standing database with a consistent sample. The primary
purpose of the Laboratory is to facilitate intervention studies.
Intervention studies will use participants recruited for each
project so as not to “contaminate” the core Observatory panel.
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It will comprise a range of parallel datasets that exist temporar-
ily while extracted from the DCC according to the needs of
the researchers, based on consents of householders who own
the data. These samples will not be homes that are currently in
the Observatory core (but could be homes that have been in
the periphery) and will likely be recruited specifically for each
project using SERLs Laboratory. This means that sample sizes
will vary according to the needs of individual research projects.

The key input to the Laboratory will be smart meter data
via the DCC Gateway for participants recruited by the relevant
researcher (providing consent has been obtained). Alongside
this, researchers can also request data from the Observatory
core (or periphery where this suits their needs) to provide con-
trol or other comparison data for their project.

Output layer

Researchers will be able to access data from the Laboratory and
Observatory via the Workshop - a secure analysis environment
which at the UK Data Archive or online (depending on the
level of data sensitivity). The online portal will also have a Li-
brary function where reports, de-identified data sets, manu-
als for using SERL and sets of code can be accessed. The Data
Dispensary will be an online tool where bespoke, de-identified
datasets can be requested from SERL and released following
project assessment and according to strict criteria. The follow-
ing sections describe these different functions in more detail

Data Dispensary

The Data Dispensary is a simple mechanism for researchers
to download specific, customised subsets of Observatory data.
Smart meter and matched contextual data will be available to
select for download, at which point the datasets will be an-
onymised and further data matching will no longer be possible.
All datasets will go through robust statistical disclosure control
and other de-identification processes before download.

Workshop

The Workshop is designed to be a secure online analytical area
where accredited researchers are able to access home-level data
in order to match data from SERL to data they have collected
in allied surveys. This enables researchers to conduct analysis
which they wouldn’t otherwise be able to do via the dispensary
while not undermining the integrity of the data security.

Library

Researchers are also able to access the secure Library space to
download a range of materials related to SERL, including an-
onymised static datasets, manuals, code and research reports.
Static datasets together with derived variables relating to par-
ticular research reports will be held to enable a complete record
of how data from SERL has been used. This will enable scrutiny
of prior analysis, repeat analysis using similar data (together with
the stored code for the analysis). SERL will be fully document-
ed to enable external researchers to understand what the data
within it comprises, its source, how it is validated (or not) and
curated. There will also be documents related to the interface
SERL develops to enable online self-service. For those research-
ers using statistical analysis packages like R or SPSS there will be
a place to deposit code relating to particular derived variables or
undertaking different classes or types of analysis. This also leaves
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open the potential for there to be a kind of open source reposi-
tory (e.g. similar to Github) for code development in relation to
SERL data analysis. Reports, research articles, technical reports
relating to the functioning of SERL and analyses developed by
the SERL team based on data from the Observatory core will be
indexed for easy discovery in a research library. Ideally code and
datasets used to construct the reports will be linked to relevant
items in the Datasets and Code sections.

Recruitment and sampling

We aim to recruit from a random sample of homes who have
a smart meter installed that is accessible via the DCC Gate-
way i.e. a SMETS2 meter or a SMETS1 meter once they have
been migrated into the DCC Gateway. We will contact such ad-
dresses by letter and invite households to participate in SERL.
The invitation letters will have to be addressed ‘to the occupier’
since we will only have access to addresses, and not the names
of the occupants. This will reduce the response rate to the invi-
tation letters as many people in the UK throw away this type of
mail without opening it.

PILOT STUDIES

To maximise our response rate and minimise response bias
we are conducting a series of pilot studies to test variants that
might maximise recruitment rates. This will form the initial
wave of recruitment to the SERL Observatory, and inform us
about expected response rates for the main phase of recruit-
ment. The pilot studies will be conducted during Spring-Sum-
mer 2019.

Testing response rates and channels

We would prefer participants to sign up to SERL by completing
the consent form and survey online. However, we do not wish
to exclude people who are unable/unwilling to go online, and
we do not wish to unnecessarily bias our sample. We will test
sending each participant an initial invitation letter and up to
3 reminders containing instructions for how to respond online.
We will also send a paper consent form and survey (with pre-
paid return envelopes) in 1 or 2 of these mailings. This will in-
form us about how many reminders to send to non-responders,
and when best to include the paper documents.

Communication content and wording

The content of reminder letters may need to vary in order to
appeal to a range of people with different motivations across all
demographics and thus increase the chances of participation.
Different letters will be written for the reminders and invita-
tions with different styles of emphasis, such as a ‘community/
future benefits’ approach or a focus on the loss of wider public
benefit by not participating.

Incentives

SERL is an academic research project that aims to facilitate
innovation for the public good. This theme will be heavily
emphasized in communications to potential participants to
encourage participation and thus we expect “public good” or
altruism to be the primary motivation for recruitment. How-
ever, we will also test the use of small incentives to understand
the impact on response rates, such as conditional incentives
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with monetary value e.g. (£5 voucher) or unconditional, low-
value, non-financial incentives such as a pen or fridge magnet.

Survey

All participants will be asked to complete a paper or online
survey when they consent to participate in SERL. The aims of
the survey are to:

¢ collect key contextual data variables that help explain ob-
served variability in energy demand;

e identify sub-groups and assess sample representativeness.

The paper survey will be fairly short (a few pages) and contain
the same questions as the short online survey. We will ask for
basic details about the household (such as occupants’ ages, oc-
cupations, relationships), and the dwelling (such as the number
of rooms, main sources of heating and presence of micro-gen-
eration). We will also test offering some online respondents a
longer survey.

Consumer attitudes

We are currently considering a second, separate pilot project
that would not involve (or recruit) potential participants for
SERL. This project would seek to understand public views on
sharing smart meter data, such as:

 the willingness of the general population to share smart
meter data for academic research, and in particular for the
SERL project;

¢ how data granularity affects willingness to share;

¢ whether offering a tailored energy advice service would in-
crease willingness to participate in SERL.

These questions would be asked of a nationally representative
sample of the GB population.

Data governance

SERL will process personal data, which is regulated by the Gen-
eral Data Protection Regulation (GDPR) and UK Data Protec-
tion Act 2018 (DPA 2018). Some of the personal data that SERL
will process is smart meter data, which is additionally regulated
by the Smart Energy Code (SEC). SERL is a UK University re-
search project and requires ethics approval by an independent
University Ethics Board.

A SERL Data Governance Framework has been developed,
led by the UK Data Archive team. The framework consists of
robust protocols that govern both inbound and outbound data
governance:

¢ Inbound data governance - issues relating to the ingestion
of data into the portal — primarily data privacy issues and
compliance with GDPR and the SEC;

¢ Outbound data governance - issues relating to the provision
of data out to researchers e.g. “5 Safes” protocols (Desai, et
al., 2016)

e Endogenous data management — SERLs internal data man-
agement processes that are designed to ensure that we se-
curely manage data in compliance with inbound and out-
bound governance protocols.
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Table 1. Assessment of possible authentication processes for SERL. In some scenarios, a consumer should be offered several authentication options. E.g. if they
can provide an In Home Display (IHD) ID this process could be used but, if not, a meter reading could be chosen, or a notification letter sent.

Authentication Channel Criteria
method
Risk of Credibility Consumer Skew Impact on DCC
Burden User
No additional Mail,
Authentication face-to-face
Existing Assess Assess original | Assess original | Assess original | Assess original
Authentication original source source source source source
IHD Device ID Phone, digital High Low—Moderate | Low—Moderate Low—Moderate
c
o
k= Meter reading Phone, digital Moderate—High Moderate Low—Moderate Low—Moderate
©°
@ Letter All High Low Low Moderate
CIN Phone, digital Moderate—High
Energy Bill Phone, digital Moderate—High

The Data Governance Framework will be used by SERLs Data
Access and Governance Board to approve research projects
using the portal and ensure they comply with the framework.

Consumer authentication

THE ISSUE

Before SERL can collect smart meter data from participants
who have provided consent there is an obligation on DCC
Other Users to undertake an additional authentication check,
as specified in SEC I1.5%

I1.5 Each User shall put in place and maintain arrangements
designed in accordance with Good Industry Practice to en-
sure that each person from whom it has obtained consent
pursuant to Section I1.2 to I1.4 is the Energy Consumer.

Existing examples of Good Industry Practice arrangements
(e.g. use of the Customer Identification Number (CIN) or
checking energy bills) place a burden on the consumer that is
likely to lead to low completion rates of the consumer authenti-
cation process and present a significant barrier to the successful
delivery of SERL, and potentially other services offered by DCC
Other Users. Examples of why this may affect completion rates
include lost energy bills or difficulty in accessing the meter
which in some cases may be locked away and only accessible
by the landlord.

THE SOLUTION

‘We have proposed that Good Industry Practice arrangements for
consumer authentication should include a range of “approved”
processes that are contextual and pragmatic thus benefiting
consumers and DCC Other Users alike. Factors for evaluating
authentication processes include:

5. The most recent version of the Smart Energy Code (SEC) is available here: https://
smartenergycodecompany.co.uk/the-smart-energy-code-2/.

¢ The channel by which consent has been obtained.

¢ The risk of harm from data being obtained by an incorrect-
ly-authenticated party.

¢ The credibility delivered by the authentication process
i.e. the certainty that the consumer, meter and address are
linked to consent obtained.

¢ The burden on the consumer and their ability (and prefer-
ence) to respond to different authentication processes.

e The risk of an authentication process disadvantaging or
under-representing some socio-demographic groups more
than others, such as the vulnerable, elderly, fuel-poor etc
who may be less able/willing to complete some authentica-
tion processes than other groups. This would skew the sam-
ple of respondents.

¢ The impact on the DCC Other User’s operations and ser-
vice offered:

— Impact of low completion rates;
— Cost of implementing the authentication process;
— Scalability of the authentication process.

The benefits of using a more stringent authentication process
must be weighed against any negative impacts on the consumer
and DCC other user. For example, a high-risk scenario might
require authentication using a scanned energy bill or a site visit,
whereas a low-risk scenario may only require a letter notifying
the household that consent has been received.

We believe a suite of “approved” authentication processes
that take into account relevant criteria would provide a prag-
matic, flexible solution that would benefit both the consumer
and DCC Other Users alike. The authentication processes that
might be applicable to SERL are summarised in Table 1 against
the criteria described in the previous section.

The SERL team have discussed this issue extensively with the
UK government Department for Business, Energy & Industrial
Strategy (BEIS), the Smart Energy Code Administrator and
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Secretariat (SECAS), the DCC independent data privacy au-
ditor (Deloitte), and many SEC Parties and responded to the
formal consultation on SECI1.5 obligations. This resulted in
changes incorporated into v2.0 of the Privacy Controls Frame-
work (Smart Energy Code, 2018) which gained SEC Panel ap-
proval in August 2018. Deloitte have provided verbal assurance
that SERLs approach to consumer authentication will comply
with SECI1.5 obligations.

SERL proposal for consumer authentication

The key accepted change for consumer authentication in the
Privacy Controls Framework (discussed above) is that no addi-
tional authentication checks will be necessary where the initial
consent process is inherently self-authenticating, i.e. the con-
sent can only have come from an occupant of the smart meter’s
registered address. Examples would include where consent has
been obtained by a letter posted to a specific address or a face-
to-face survey at the relevant address. Previously only the CIN
and energy or council tax bills were accepted for consumer
authentication, which would have placed a huge burden on
participants in this and other projects.

Most SERL participants will be recruited by a letter sent to a
specific address. The letter will contain a unique code allowing
the consumer to opt-in to the SERL research project by provid-
ing consent via a web portal or by alternative means, such as by
mail. We have successfully argued that for most SERL scenarios
no further consumer authentication is required, due to:

e No burden on consumers and thus 100 % completion rates;

¢ No additional cost of implementation (above the initial con-
sent process);

* Norisk of disadvantaging/under-representing certain groups;

e High credibility authentication - as the initial process is in-
herently self-authenticating.

Where SERL obtains consent via alternative recruitment meth-
ods (e.g. by phone or email) that do not have an inherent link to
the meter’s registered address, SERL will ensure that a context-
relevant authentication process takes place.

Challenges for SERL

The Smart Energy Research Lab is still in development, and
as the project is the first of its kind in the UK (with no obvi-
ous peers internationally), there are a number of challenges to
overcome to reach our goals.

e There have been several delays to the rollout of SMETS2
meters, and as yet no firm timelines for migrating SMETS1
meters (the vast majority of the 12+ million installed meters
to-date) into the DCC Gateway (enabling SERL access).

e The smart meter rollout (in particular the SMETS2 rollout)
is not yet nationally-representative, and certain areas and
types of dwelling are more likely to have smart meters in-
stalled than others. SERL participants will therefore initially
be representative of the smart meter rollout rather than GB
households.

e DCC Adaptor services for Other Users (OU) (such as SERL)
are either immature or still in development, and SERL will
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likely encounter technical or operational issues by merit of
being one of the first DCC Other Users actively collecting
data via the DCC Gateway.

¢ Response bias is a challenge for SERL because participants
must be prepared to complete a consent form and survey
online or by post. Certain population demographics are
more likely than others to open envelopes sent to their ad-
dress, engage with the project and agree to data collection
and linking. By capturing householder and dwelling char-
acteristics on the survey we hope to identify sources of bias
in our sample. The large sample size will also increase the
statistical power of the data we collect.

The pilot studies described above will provide us with valuable
information about consumer response rates and bias, as well as
highlighting any practical/technical challenges using the DCC
Gateway to access data.

Accessing SERL data for research

Researchers at UK universities will be able to access SERL data
so long as the pre-requisites for data access are met. These
pre-requisites are important for safeguarding the data privacy
of the individuals whose personal data we hold. As a result,
we will not share personal data with third parties other than
to accredited researchers for approved scientific research. We
will use best practice measures to safeguard personal data as
developed by the UK Data Archive. For example, identifiable
personal data will be pseudonymised and accessed within a
secure lab environment. International researchers will be able
to access SERL data indirectly through collaboration with
academic UK researchers and providing all other safeguards
are met.

PRE-REQUISITES FOR ACCESS TO DATA
The following are essential pre-requisites to access SERL data:

¢ Research projects will need to have prior ethics approval
from, for example, their university’s research ethics com-
mittee.

¢ Researchers will need to have undertaken a Safe User of Re-
search Data Environments (SURE) training course. This will
cover using the secure lab at the UK data archive, statistical
disclosure control for making statistical outputs safe, and
data security and personal responsibility including legal
background, breaches and penalties (UK Data Service, n.d.).

¢ Registration requiring an institutional address and agree-
ment to an End User License. Users will be required to log
on to the online data portal with two-factor authentication.

e Application process submitted to our Data Governance
Board for approval. Each application for data will be treated
as a separate project that must be in the public interest.

ACCESS ROUTES
There are two pathways for researchers to physically access
SERL data:

e Directly download (anonymised) files from the online por-
tal to a local computer;
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e Access in a “secure lab” (sometimes referred to as a virtual
desktop) which prevents data from being downloaded. The
secure lab environment will include a range of analytical
tools, software and High Performance Computing facilities
to enable researchers to conduct analyses of high resolution
data at scale.

The decision as to whether data in a project can be downloaded
or must stay within the secure lab environment, will be deter-
mined by the Data Governance Board on a project-by-project
basis, according to the level of disaggregation (by time, geogra-
phy, etc.) and types of linked data requested. Disclosure control
will be applied according to the access route and identifiability
of the requested data.

Discussion

Reducing the world’s carbon emissions to combat climate
change requires energy consumption to reduce and become
more flexible. Research and innovation are needed to develop
demand-side technologies, energy policies, and better under-
stand consumer attitudes and behaviours. Smart metering has
the potential to underpin research in areas including (but not
limited to) dwelling-level consumption patterns, building im-
provements for energy efficiency, dynamic and locational en-
ergy pricing, demand shifting and reduction, and peer-to-peer
energy trading.

In many countries researchers face barriers to accessing
energy consumption data of sufficient quality, time and spa-
tial resolution, longevity, sample size and detail (inclusion of
relevant contextual factors). For example, studies that moni-
tor energy consumption in homes typically suffer from small
sample sizes due to the cost of installing monitoring equip-
ment, and sample bias from self-selection into trials such
as energy advice services or time-of-use tariffs. Comparing
datasets from different sources can be extremely difficult or
impossible when the raw data are unavailable, and key factors
are hidden behind non-standard classifications of consumer
‘type), for example.

The Smart Energy Research Lab is unique in providing both
‘Observatory’ and ‘Laboratory’ functions for researchers. The
Observatory gives access to half-hourly smart meter data with
contextual variables such as location, weather, and dwelling
and resident information. The Laboratory allows researchers
to recruit their own participants, collect their own data, have it
linked to existing SERL data resources, and compared against
the Observatory control group. In allowing the data to be ac-
cessible to accredited UK researchers, SERL takes on the con-
siderable costs and practical challenges of becoming a DCC
‘other user’, acquiring a DCC adaptor service, developing a data
governance framework, and storing and managing the data on
behalf of all UK research institutions.

SERL is still being developed and will begin data collection in
the summer of 2019. The secure lab environment is expected to
be ready for researchers by the end of 2019. SERL will continue
recruiting participants and undertaking research for at least a
further 3 years and has been set up so that it has a long-term
future with minimal operational costs, to provide the UK with
an independent observatory of energy demand in GB housing
stock over time.
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While there are many individual research projects utilis-
ing smart meter data across the globe, we are not aware of any
other projects that are developing a large-scale, shared resource
focussed on academic research in a similar manner to SERL.
Please contact the authors if you wish to share knowledge in
this area.

Acronyms

CAD  consumer access device

CIN consumer identification number
DCC  Data Communications Company
EPC Energy Performance Certificate

GB Great Britain

GDPR  General Data Protection Regulations
HEMS Home energy management system
IHD In-home display

ouU Other User (of the DCC Gateway)
SEC Smart Energy Code

SERL  Smart Energy Research Centre
SMETS Smart metering equipment technical specification
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